ADI7= HIZPAEA J18E

_,_lo-IA'I.l.qul- x-": X2 °|'6'|-

=200 —t O=I= T I -

=Ml MidiLt

K712 ILAIA 72 B AL

O -

-

of

me
=

2023. 7. 3.(&!) 14:00~18:00
ZIHIAH 2 A2 3022

02
e




Azt

13:30~14:00

14:00~14:05

14:05~14:10

14:10~14:50

14:50~15:20

15:20~16:00

16:00~16:40

16:40~17:30

17:30~18:00

MIOILE M 28=

CEEE TR i)
NS A AR 5k )

Sven Timm
(=2 DGUVIAtS|E xS
S0

Erik Hollnagel

(71 AIEJ6nksping K w4)




MiOILE SAE =X} CONTENTS

HAE (3= elmuieitistn Als]7 @A A=A s 14

%420 0K 7| AJAEIO| S npE I 2 E 7 HHTR| U QIEAH ol Chat Sl
At 012 S Q20| A AHIER| 2SS BM5I0] ZIEO| HAOKAIAHIS 0|27
QIsHALS OfiLfEt 2P} DHEFA 2747} TQEHK| =0I51040F BHC i
n O QIBIAME T} AL D FHXFIFES -oeevveeeeneeeieeieen, 1
= HAZE (=2 2{mh{2iCatn AtS|7 |2A|ABIAA S m4)
=2 AIHE XD |72 2A 28T HIZ (GasE)
Sven Timm (=2 DUV(AIS| R 3IxEH S0|2z
S92 AR 7 75 S| HEIED| S ol T g skl Fl S AIRIE DRSS HA QEME} HIE (@ass) - 49
Of213t Mz AliZE0t 22X} AL B2{nt 22| ZRE SQAISHH, AILA LI 2/&i2 _ o
Aol Bi2fol7| 2/t TEAAS Z51= 712 2E2 3, AIHES M5 | 9ot Sven Timm (= DOUVALS|EEZEH Y024
=0 ER2AM0| YHAMTI}RIEE AJN5I BiCt
=5

SISETI &M S =T A

3 I =T I 9

Erik Hollnagel (3 A9HlJonkspingk 14) Erik Hollnagel (g AL Ionkoping A W)

QSN W= OFR A HEE|X| U2 AAHIS H|0{ot = A|O|CH IEANE T
L2 Chest HEIO|LE B S AFRSIH L2 QS SX|ALE AlLE £X|71 2-ekst /0|
SEMSITE IS AlAtot 0 Cist 52 5= Aot SAM0[0{0F SHCt
S OlaE Ols 1L A oF ...,
NTHLS QI8 QIBIMTTI0| SIAIX] JHALLSE 19
=x| QO (s1zqst 29| O 1 A
ToE (SHfsh |9 Mol 4




X172 GIZKIA 718t 22i3E0k
M= 2= st =Ml ML




U3 BT A L HETY

History and Context of

Risk Assessment
in the UK Health & Safety System
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q‘ LH Is= O ﬁ x—-ll ?—I ﬁ 2|'? UK’s Journey in Health and Safety
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Health and Safety at Work 3
etc. Act 1974
o AL L EA D> SHevs S HOF ELH smacme o e HSE
*"-:n-»: :i:,:m Health & Safety
RS Executive
O'I g }" Ot_l jI_I.I AI é Eé 0" EH 5‘_" 1969-1972 Health and Safety 1975
Robens Report at Work Act 1974
d=E 20 ASE 2HEHECZ
_ ool s _ _ 1970 1980 1990 2000 I 2010 2020
SURO ARSI, eIy, 2HASHIIE 2= It 1074 2007
_ _ Health and Corporate
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Over 30yrs journey from XIAIE 7/l to SHI| Bt A

26 regulations between 1977-2013

Safety Representatives and Safety Committees

Regulations 1977
Control of Lead at Work Regulations 1980

1970 1980

Notification of Accidents and Dangerous Occurrences

Regulations 1980

Health and Safety (First Aid) Regulations 1981

Asbestos (Licensing) Regulations 1983

N ~

Workplace (Health, Safety and Welfare) Regulations 1992

Manual Handling Operations Regulations 1992
Provision and Use of Work Equipment Regulations 1992

Personal Protective Equipment at Work Regulations 199

The Management of Health and Safety at Work
The Health and Safety (Sharp Instruments in Healthcare

Control of Substances Hazardous to Health Regulations
Regulations 2013

Control of Industrial Major Accident Hazard Regulations
1988

1984
Construction (Health, Safety and Welfare) Regulations

Construction (Design and Management) Regulations
1996

1994
Control of Major Accident Hazards Regulations 1999

Construction (Design and Management) Regulations

Gas Safety (Installation and Use) Regulations 1998
(CDM 2007)

The Health and Safety (Display Screen Equipment)

Regulations 1992
The Control of Artificial Optical Radiation at Work

Reporting of Injuries, Diseases and Dangerous
Regulations 2010

Occurrences Regulations 1985
Control of Asbestos at Work Regulations 1987

lonising Radiations Regulations 1985
Noise at Work Regulations 1989
Electricity at Work Regulations 1989

The Control of Asbestos Regulations 2012

Regulations 1992

1990 12000 2010 2020

1999: Ladbroke
Grove train crash

1988: Piper
Alpha disaster

2005: Buncefield fire

David Cameron pledges to tackle 'health and safety monster’
(2012)

“Health and Safety monster" is
hampering business growth in the
UK.

Britain's "health and Safety culture'

will be killed off for good by the

government.
HSE 2=2 :2004% 1483 = 2016 980

M Loughborough
University

Importance of sentencing guideline

LLIZABETH I [ L

I

Corporate Manslaughter and
Corporate Homicide Act 2007

2007 CHAPTER 19
An Act to create a new offence that in England and Wales or Northern
Ireland, is to be called corporate manslaughter and, in Scotland, is to be called
corporate homicide; and to make provision in connection with that offence.

(26th July 2007)

he advice and

LT ENACTID by the Queen”
consent of the Lords Temporal, and

t , in this present
Parkament asembled, and by the authority of the same, 2

1974

Health and
Safety at Work
Act 1974

2007
Corporate
Manslaughter
and Corporate
Homicide Act

M Loughborough
P University

Grenfell towef fire
June 2017
72 lives lost

https://witter.com/nat vampicca/st
atus/874835244989513729




A= CIHA J1E RIEEIE T ZAE 2Iet = MolLt

Holding Opposing Values in Tension

o Safety
Efficiency

s

ﬂv. Loughborough
Y University

Al 10042t
Sl otE AL 0fl CHet Ol Ot
HEHN ZEHN H=H?

ﬁ_‘ Loughborough
P University

History and Context of
Risk Assessment
in the UK Health & Safety System

OHA

—

I

jol

POl FAH i

Loughborough
‘ University

Mindsets — Our understanding of Accident/Safety

Early - : Divine intervention

1910s - : Human can control - scientific method
1920s - : Accident Prone - Bad Apple Theory
1930s - : Heinrich’s triangle/Domino Theory
1940-1970

1980s - : Swiss Cheese Model

1990s- : Drift into Failure/System Safety

1990s:- : High Reliability Organisation

2010s - : Resilience Engineering

Adapted from Dekker, S. (2019). Foundations of Safety Science. CRC Press. E.; Loughborough

University
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Early: Accident is divine intervention as punishment 1920s and Onwards: Accident are due to human failing - Bad Apple Theory

- freeby -ty
1910s and onwards: Humans can control accidents - Scientific method (Taylorism) 1930s and onwards: Major injury can be prevented by incident prevention
Minor injury
Incident
Heinrich’s triangle
Loughborough Loughborough

P University (Heinrich,1931, Industrial Accident Prevention: A scientific approach) ¢ University
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1930s and Onwards: Accidents occur as a causal chain of events - Domino theory

Loughborough
University

1990s and Onwards: Accidents are due to control/feedback failure - System Safety

Government

Laws T Safety review
[

Regulators

’I‘ Incident reports

I
Company

Regulations

T Operations review

I
Management

Company policy

Plans TLogs and work reports

[
Staff
Actionl T Observations, data
I

Work and hazard process

Root || Causal || Critical event: || Accidental || Target
cause| | chain | |Hazard release| | flow of effects | | victim

Safety Science, 27(2), 183-213.

v

Rasmussen, J. (1997). RISK MANAGEMENT IN A
DYNAMIC SOCIETY : A MODELLING PROBLEM.

Loughborough
University

1990s and onwards: Accidents are due to weak barriers against harm - Swiss Cheese Model

Hazards

Reason, J. (1990). Human error. Cambridge University Press.

v

Loughborough
University

1990s and Onwards: Accidents are due to goal conflict and drift into failure

Economic Viability
Boundary

Safety
Boundary

===

Drift toward

Safety R

Boundary \
\

Faster

Unacceptable
Workload Boundary

+ Normalisation of deviance

Practical drift

Rasmussen, J. (1997). RISK MANAGEMENT IN A
DYNAMIC SOCIETY : A MODELLING PROBLEM.
Safety Science, 27(2), 183-213. @

s Drift into failure

Loughborough
University

11
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2000s and Onwards: Accidents are prevented by keeping five principles - High Reliability Organisation (HRO)

Mindsets - Our understanding of Accident/Safety

Early - : Divine intervention

1910s - : Human can control - scientific method
1920s - : Accident Prone - Bad Apple Theory
1930s - : Heinrich’s triangle/Domino Theory
1940-1970

1980s - : Swiss Cheese Model

1990s- : Drift into Failure/System Safety

1990s:- : High Reliability Organisation

+ All the perspectives exist now.

. * Each model can explain only

partial truth (complementary).
+ We often dogmatically apply one
of them = Partially Helpful or

Harmful?

Weick, K. E., Sutcliffe, K. M., & Obstfeld, D. (1999). Organizing for
high reliability: Process of collective mindfulness. Elsevier Science b"‘.‘ghbf’m"gh
niversity
2010s and Onwards: Accidents are due to surprising combinations of adaptations.
- ‘
o ~
[
: 1
] " . I
Misalignment == Adaptations : Outcomes
1
\
| T —— -
CapaCity ‘
Loughborough
University

adapted from http://resiliencecentre.org.uk/care-gi-handbook/

2010s - : Resilience Engineering -

Loughborough
University

HEH OI2HAIA S0l CH St

d=e 2450 WA ZHE HIEOZ

SUHEO AHISI, eltd, 2shdSHetE s Ot

N&H0l st5 S otz AABIS BHS( JHLE?
Loughborough

University

13
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Understanding Human

| éad Apple
4

Accountability

Learn &
reinforce

4

Comfort &
support

Loughborough
University

Understanding Risk

= B j“¥ »

Predictable risk

Well-known risk

4 4 4

« Procedure and * Procedure and adaptation

standardisation
+ Power t.o .regulators and Power to experts
supervision

(Vincent, C. 2016,Safer Healthcare)

Unpredictable risk

Take/embrace risk

« Power to the group + Adaptation and recovery
* Peer-to-peer learning

Loughborough
University

Understanding Accidents

Swiss Cheese

Barriers

Regulators

Vertical
integration

s Y

B /

Vot | Moplis |
4 1 Mjustments

N e |
LecT [

Ry

Adaptations

4

System
resilience

Loughborough
P University

Different Understanding of Human work, Accident and Risk

Work as Done (WAD) Work as Imagined (WAI)
|
azxt e X/ E S

A7 2/ U g2

Loughborough
University

19
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M Loughborough
University

2 20|M U SAURFH A0k TLA
SZAOH T FE A E 9 HA e HSE
. HE/AEHE Y RO S RS | 4 Health & Safety

Executive

History and Context of
Risk Assessment

in the UK Health & Safety System

@3 BTN AHQ| FHE7

M Loughborough
University

BE AHS0| XA H vs S 27| H|2| 28 E 9| 0] TI7tof| EXfoiLy,

XA 4]
Prescriptive Regulation
Rule-based Regulation

— France ‘\‘ p‘
—
United States . "4 ii'

England

25 7|4 FH A
e A
Goal-based Regulation

M Loughborough
P University
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CONTEXT of
Risk Assessment

HSWA1974
CMCHA2007

:

Court

Clear Sentencing Guide

2=

<« Qla}™ |]-||k||x| —> Eﬂaﬂx

HSE A

Department of Work and Pension

HSE Board
(=AY HEE T4)

oluts
g

HSE

=] *
o
o

Arm’s length (S 2 4)

X EAM

=]
LT o

Industry working groups

i THIH QI Industry guidelines

» Business (197 A

HDo

(o]

=

HEot AOjAE et U BH HIAX|
Psychological Safety

EER) «> YU

Aot

o
1]
o met
2l

hr O
A 0
2
rao.
21212
rA oo

o
ok
o

02 njm to

Labour Union

Risk Assessment

TR

Safety managers  .infiuence organisational

decision-making
-Trust building

oH #8 - 4Ed

1.

Health and Safety at Work Act 1974

2. Eight Regulations

2. Approved Codes of Practice

+ Add context and include examples

. Industry Guidelines developed by industry working groups

+ CPA Generic Guidance | Construction Plant-hire Association

FPS | Piling and Geotechnical Contractors

+ Home - British Occupational Hygiene Society (BOHS)

Home - The British Tunnelling Society
NASC - National Access & Scaffolding Confederation

not
0x
L

ion and
consultati

Communicat

2| - BS EN31010:2010

|

Ri

Establishing the context

k assessment

Risk identification

on

Risk analysis

Risk evaluation

Risk treatment

Monitoring
and
review
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TAKE 5

to stay alive...

STOP & THINK

scope and plan the task

E IDENTIFY

ASSESS

the level of risk

4 CONTROL

the hazards adequately

PROCEED

with the job safely

o by vorsaltposios conau.

Take 5 for safety: Pre-task risk assessment

* Not for Me Effect (only for novice or

other tasks)

* Shield against blame

* No clear evidence of being effective

in planning, heedfulness and

education

Havinga, J., Shire, M. I., & Rae, A. (2022). Should We Cut the Cards? Assessing the

Influence of “Take 5” Pre-Task Risk Assessments on Safety. Safety, 8(2)

QI8 BIHA 28

* Qutcome (identified risk) vs Process (discussion & negotiation)
» Learning/action tool: Engaging with issues and workers

* Political tools: Justify/convince safety investment

ohR oMo X =2

)
In <
ofR
=
=1
=t
~
=
10
>
Mo
0x
i=

w

=)
(i}
14
i
(pul
=
>
=
nju

ox

AOHH B A nf-T1
SrhRjei Ry Lo
* |
| XISH /X 2k
obMEAZL | =5
|
Hel/2 ) ]
npn —— YT :
[} \\\ |
- v v

719 (HH, B, 2)

M Loughborough
P University

More Risk Measures = Safety Clutter

Accumulation of safety procedures,

documents, roles, and activities that

are performed in the name of safety,
but do not contribute to the safety

of operations.

= Cynicism, ‘surface compliance,’ and

unnecessary inefficiency

Rae, A. J., Provan, D. J., Weber, D. E., & Dekker, S. W. A. (2018). Safety clutter: the accumulation and persistence of
‘safety’ work that does not contribute to operational safety. Policy and Practice in Health and Safety, 16(2), 194-211.

21
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Company Management: 22|
Plans: %!
Company policy Operations review Logs and work reports: 2| 5 2@ & 1A

Staff: X @
Action: #&

Management Observations, data: 2+&, | 0|E{
Work and hazard process: 3 9|8 244 144
Plans Logs and work reports Root cause: 22 /0]
Causal chain: 213t 27t JEEl= AME QI AL
Staff Critical event: Hazard release: ZLf )\H'- SEE
Accidental flow of effects: k0| SLH &5
Actioni Observations, data Target victim: T T54Ak
Work and hazard process
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¥ DGUV

Deutsche Gesetzliche Unfallversicherung
Spitzenverband

Occupational Safety and Health in Europe and
Germany - Risk Assessment

Dr. Sven Timm
Director of Central Prevention Division at DGUV
Vice President Special Commission on Prevention of the ISSA

International Seminar
to encourage a self-discipline prevention system such as risk assessment
Vienna, May 23-24, 2023

Dr. Sven Timm, DGUV - ISSA Information, Germany
KOSHA, Seoul, 3-4 July 2023 - International Seminar

Need to improve working conditions

+ Moral reasoning

+ Mortality rates of men, women and children
were too high

+ Labour movement started

+ First legal provisions (UK Factories Act, 1802)
+ Cotton Mills, etc. Act 1819
+ Labour in Cotton Mills Act 1831

 Labour of Children, etc., in Factories Act
1833

+ Europe / Germany
* Prussian Regulative, 1839
+ Trade Regulations, 1883

¢ Health, accident and pension Insurance in
Germany, Bismarck 1883

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

50

Working conditions in Europe in the 19th century

* At the beginning the main issues were too long working

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

ILO and EU

* International Labour Organization (ILO), founded 1919, has set
international standards for workers’ protection and has provided
practical information about the world’s labour problems

o i b + Many ILO Conventions and Recommendations concern safety, health
: and conditions of work
S ’ P d | + |LO is the only tripartite UN agency with government, employer and
a e mce ures ‘ worker representatives from 189 member states
— —— The most labour legislation in European countries today is based on the

ILO Conventions and Recommendations

* EU - start with EU Treaty of Rome 1957, amended social policy with
Single European Act 1987, formal EU birth with Treaty of Lisbon 2009

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

o1
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W DGUV W DGUV

European Union (EU) New Approach: Risk Assessment is the basic principle

ﬁ“ N « 448 million people
p -0 .- « 27 countries PRINCIPLES OF STRUCTURE
/ o N —
o A TS « confederation of autonomous OF NEW OSH LEGISLATION
o m W states !
: i, 3 i W: — g » Principles The First level: Framework Directive -
. s‘ é? ' :@ ~0 N : * Human dignity What is required; Tools
: ?’ = 1 g * Freedom to travel, work, invest The Second level:  Individual Directives
- - ‘ and choose place of residence How it shall be fulfilled
within the EU The Third level: Non Binding Guidelines and/or
- * Democracy Standards
* Equality Details of measures
* Rule of law _~ Working (for employers)
« Human rights Two packages of OSH Legislation — Technical
(for designers and producers)

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

U U
W DGUV W DGUV
European Union (EEC, EC, EU) STy
cotioet spacs | LY copioer . . .
P A . _,muu"s’n-':gum Acquis communautaire - Common set of legal rights
New Approach from 1985 on - due to too reu"'a'mnsr w
numerous and detailed OSH Regulations S FoistruGtion
safe tmeremployee Framework Directive Technical Directive
. oy e g 89/392/EEC (s8/37/£EC
Technical Harmonisation OSH - e 89/391/EEC Nachiner drecie (OOGASIE)
rISk- 7 healﬂl ';;;;-; minimum OSH requirements maximum OSH requirements
+ 1983: Directive 98/34/EC on information based ”‘""Wﬂl‘kplaﬂﬂ Art. 137/138 (118a) of Rome Treaty Art. 95 (100a) of Rome Treaty
E;gﬁ;(:il:)rnes for technical standards and approach : aﬂﬂmﬁ!workmm Individual Directives: Individual Directives:
+ Council RasolutioRhof 7 May 4885 0n P"!!IF‘E‘""':I':“I:&::ES"' ' Directive  2009/104/EC | | Directive 87/404 [EEC |
“‘New Approach” “* physical e irecti rect
+ Council Resolution of 21 Dec 1989 on "';":_::eq:mﬂf:’g::?;“ ‘ Birechva S5/60EEG ‘ ’ Directive 73/23/EEC |
‘Global ADDIRSCH} e e Directive 89/656/EEC Directive 98/37/EC
» Council Decision 93/465/EEC on the ""EE":T:E:::z?.E:THm ‘ i el ‘ ‘ = l
‘modules” for conformity assessment ““""""“"""‘"jl]h: ‘ Directive 90/269/EEC ‘ \ Directive 97/23/EC |

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 -

International Seminar
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W DGUV

EU Framework Directive (89/391/EEC)

The European Union (EU) establishes a set of CHEMICAL ruye
: :  Electricityfveleare 2o
basic rules in order to protect the health and wpreventwe —'P:;'l:llg
safety of workers. s}Occupational’ Safety and Health
To this end, this Directive establishes obligations gi .
for: T Sidi nE
] zé EE:' &
employers and workers, in particular to limit %%’-‘ (IS = he E
accidents at work and occupational diseases. §EE=;PROTEGTIN 35:
g m— [ g im 3 mmvmlﬂ'li . s —5
to improve the training, information and gg’ﬁ*ggﬁ&;g uni x._,Eg
: Racdsh = 233 <EvabioLtiichl £ 1
consultation of workers. o (D o 2 Pl yesat:
TSR A RRE

If e TEh yiRuS by
Explosion} ™™

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Dr. Sven Timm, DGUV - ISSA Information, Germany

Universal approach: Risk Assessment

Recommend. of

— Risk
Technical | assessmentby | gk Accident Il
documentation tearr.\'s [ L' | investigation

Collection of information abmlm

d

E ]
RiSk . Feedback
Management i:
g Dissemination of information
Emergency /—J— ) A v Tra.iners
(planning | {Employees ‘ Maiagers ‘

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Dr. Sven Timm, DGUV - ISSA Information, Germany

Germany: Legislative pyramid concerning OSH

Basic Law
(Constitution)

4mmmm | EU Directives

Occupational Health
and Safety Law

OSH statutory ordinances

Accident prevention regulations

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Dr. Sven Timm, DGUV - ISSA Information, Germany

OSH stakeholders in Germany
B State authorities:

Bundesministerium
filr Arbeit und Soziales

#®

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Statutory Accident Insurance in Germany

B Statutory accident insurance and prevention schemes —
institutions in different economic sectors

SVLFG - Agricultural social (accident) insurance

"J UK‘ BG Social accident insurance institutions

for industry and trade and for the public sector

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Organisation of Public Sector Social Accident Insurers

24 locallregional/federal institutions,
only four public inst. structured according to economic sectors/branches
one pgblic institution responsible for the federal public service and railways

Federal Government & Railways

Lower Saxony Fire brigade insurers (4)
Hanover
Braunschweig Baden-Wiirttemberg
Oldenburg Bavaria
Berlin Munich
Brandenburg Saxony
Thuringia U K Hesse
Bremen _ Mecklenburg-West Pomerania
Schleswig-Holstein
& Hamburg North Rhine-Westphalia
Saxony-Anhalt Rhineland-Palatinate

Saarland

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Organisation of the Berufsgenossenschaften
(BGs structured according to economic sectors/branches, organisation within 9 institutions)

construction
1 raw materials & 2

. chemical industry

BG

9 administration,
public transport

retail trade & warehousing health and welfare services

7 Foodstuffs, catering, meat

: precision, electrical, textile
processing

engineering, energy and water 4
6 metal & wood supply, printing industry
Transport Post Logistics

Telecommunications

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar
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W DGUV

Legal Prevention mandate

The German Social Accident Insurance institutions are to

* prevent occupational accidents, occupational diseases and work-related health
hazards

* investigate their causes
* provide effective First Aid

+ ease the effects of occupational accidents
and occupational diseases

,with all suitable means”

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Major responsibilities and targets of prevention
fixed by law (Social Code VII), detailed measures and regulations
fixed by self administration

* to promote safety and health at
work

* to reduce risks for life and health

+ to make unavoidable risks
controllable

* to support the employer with
advice in the field of occupational
health and safety

Source: DGUV

Dr. Sven Timm, DGUV - ISSA Information, Germany

German OSH System European Commission
Directives
v
Federal Ministry of Labour and Social Affairs (BMAS) -
laws / regulations
I
] v
[ Government Authorities for OSH ] [ Statutory Accident Insurance Institutions ]
Federal Institute VMinistries, 16 ,Lander ‘/\ German Statutory \( Social Insurance for )
for Occupational Commiceonior ccident Insurance Agriculture, Forest
Safety and Health Occupati (DGUV) and Horticulture
pational Safety «—>
(BAuA) and Health (SVLFG)
PlemaaEh (LASI) Information
* \ { * hAY 4 * 3\
Administrative Acgident prevention Social insurances for
Authorities and insurance agriculture, forest and
Occupational Safety Co-operatiofassdciations of industrial horticulture
Boards / A and public sector Inspection, Advice, Prevention
Labour inspections YCoordinatiofy £, tion Advice, Prevention
L/nspectfon, Advice, Prevention \/\ L

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

10 Prevention Services for Occupational Safety and Health

(in alphabetical order)

+ assessment of accidents and diseases

* consultation

* incentive systems

+ information and consultation

* inspection and incident driven consultation
+ qualification

* research, development and pilot projects

+ set of rules and regulations

* supervision by occupational
physicians and OSH professionals

+ testing and certification

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

Legislative Framework

Directives ofthe EU, .
e ILO Conventions H OSH system in Germany ]
* * \ T
* *
* Kk v ¥
. 4 4 ~N e ~
Governmental OSH law Accident insurance (autonomous) law

EU Directives

the Federal Government and the Lander accident insurance institutions

q (Bund & Lénder) J RN y
Influence — I l
. .. ' N s
setting minimum Legislation Legislation
requlrements Bund and Lander: laws and decrees, (only after demand assessment)
authorisation of accident prevention accident prevention regulations on the
L regulations J L authority of Bund and Lander )
{ I ' { I \
Advice / surveillance Advice / surveillance
laws and decrees accident prevention regulations by
by Labour Inspectorates prevention services

\ .
) [ | ] X since
Co-operation in the Joint German Occupational Safety and Health Strategy (GDA) 2008

\ (ational Occupations) Safey and Heeth Canference (AK)

58

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Prevention: Dualism in German OSH system
1. Non-enterprise or institutionalised OSH

State: Laws, Statutory Ordinances
*+ e.g. Work Places Ordinance, Plant Safety Law
about 3,000 Labour Inspectors of Lander authorities

BGs/UKs: Accident Prevention Regulations (UVV)
+ Autonomous right (§15 SGB VII)
« UVV, fulfilled and explained by corresponding ,Sector Guidelines®

+ About 2,200 social accident insurance inspectors
+~400 social accident insurance inspectors of the agricultural sector

+ ~2,000 prevention expert staff for consultation and assessment

Connected: Social accident insurance institutions can survey state laws and ordinancess

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

German OSH concept: responsibilities and requirements
Employer
,3 o High level of responsibilty

o High flexibility
_‘ o Enterprise specific execution of measures
o Changed certainty of the law

social acciflapkiosutameete guidelines/levels, more abstract protection target-oriented
legislation)

o High information requirements

OSH authorities

e High consultation need
o Individual, practice-oriented consultation
o High consultation quality

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

Prevention: Dualism in German OSH system —

2. OSH within enterprises L.

Employers: occupational doctors (hired/employed)
safety experts (~81,000; hired/employed by enterprises) -
social accident insurance
Enterprises: enterprises with more than 20 employees:

Safety representatives (more than 558,000);
First-aiders (more than 1,807,000)

Workers council: co-surveillance and co-designing

W DGUV

Duties of employers: Basic duties

Employers’
duties

60

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar




A= CIHIA D e 2P S ZAE 2l

Xl MIOILE

0x
M

W DGUV

Management duties on OSH

Middle and Lower

Top Management

Management
planning appointing
appointing instructing
l
steering surveillance
supervising reporting

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Cycle of actions

r\/

Objective:
Designing safe
\ and healthy

work systems

\/

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

Key duty within OSH legislation: Risk assessments
(obligatory in Germany since 1996)

Seven steps of risk asessment:
e Identification of the risks at the workplace
¢ Identification of the persons who are exposed to these risks

o Assessment and evaluation of the degree of endangering of the identified risks according to
laws, regulations and good practice guidelines

e Decision if measures are neccessary and in consequence on suitable protection measures
¢ Ranking of the protection measures according to priority

o Execution of the assessed protection measures

o Evaluation of the efficiency of the protection measures

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Incidents demanding action to be taken

Reasons for action

* All changes or innovations
in technology, organisation

W DGUV
B /Q Examples

Technical changes
— Construction projects
—Acquisition of new machines
—Procurement of materials,

or staff within the company -
* |dentified deficits

* Accidents, diseases,
disturbances

* New, changed regulations

* New findings and
solutions

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July

protective equipment etc.
—Changes of working procedures

Organisational changes

—Changes of work flows
—Re-design of shifts and
breaks
Social changes
— Qualification concepts
—Personnel development concepts

2023 - International Seminar

62

63



A= CIHA J1E RIEEIE T ZAE 2Iet = MolLt

W DGUV

Procedure for identifying
hazards

Retrospective
(looking back),
indirect analysis

Identification of hazard

/\

Prospective
(looking ahead),
direct analysis

e ST

Investigations

of accidents:

* Investigation of
individual
accidents

+ |dentification of
most frequent
accidents

Investigation of
work-related Site visit
diseases

Dr. Sven Timm, DGUV - ISSA Information, Germany

. Process-

3;23:; oriented Detailed
hazard el special
identification identificatio | identification

n of hazards

KOSHA, Seoul, 3-4 July 2023 - International Seminar

General approach taken to identify hazards

Dr. Sven Timm, DGUV - ISSA Information, Germany

Examples

1. | Identification of hazard factors Noise

2. | Identification of the source of risk
for all identified hazard factors

Noise emitting machine

3. | Investigation of risk-inducing Sound propagation within the
conditions and how they develop room

Clarification whether any special
employee characteristics must be
taken into account

Previous damages

5. | Final decision as to whether a
hazard exists

Potential hearing impairment

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Prospective and retrospective analysis

W DGUV

Injury (accident)

Risk source Human being

0
I Hazard fact
ﬁ Ini azardiac orD_ Employee with his
] njury- aaCy individual performance conditions
c causing factor causing factor
© 9
S Z | Possibility of '
:'3 ® Risk-inducing — / concurrence . Possible private
g % conditions | ' influences |
8 0 "
==
o s Hazard

[J]

(o} Accident hazard Health hazard

(]

(<]

1=

° Contributing

14 conditions Activation of hazard

V
Health damage

Work-related disease
Other work-

Occupational disease e T

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Analysis
and

assessment

Dr. Sven Timm, DGUV - ISSA Information, Germany

W DGUV

Risk source Human being

Hazard factor
Injury- Disease-
causing factor causing factor

Employee with his
individual performance conditions

conditions

o | Possibility of -
Risk-inducing r , concurrence T~ Possible private

| influences

Analysis

Evaluation

NG
Hazard

Accident hazard Health hazard

- -

Risk assessment

Danger (non-acceptable risk)
Work-related
danger to health

KOSHA, Seoul, 3-4 July 2023 - International Seminar

Safety

(acceptable risk) Danger of accident

64
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Risk

evaluation Risk limit Risk without

Residual risk

(highest acceptable risk) OHS measures

Required
decrease of the risk

Actual decrease of the risk

— Low < Risk

Safety

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

Risk assessment

assessment 1. Risk estimate ‘

Severity of danger = Probability of occurrence

Order of

2. Risk evaluation

Risk
acceptable?

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

H i Potential

Risk _matrlx severlty of | |

(according to Nohl*) damage| Slight ~ Medium-severe|  Severe
Probability injuries injuries injuries Death,
of activation or or or catastrophe
of the hazard diseases diseases diseases
Very low 1 2 3 4
Low 2 3 4
Medium 3 4
High 4
Measured value Risk Description

1-2 Slight Acceptable risk

* Nohl , Thiemecke:

Systematik zur Durchfiihrung 3-4 Significant Risk reduction necessary

von Geféhrdungsanalysen

Bundesanstalt fiir Arbeitsschutz 5.7 High Risk reduction indispensable

Fb. Nr. 536, Dortmund 1988

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar

W DGUV

Risk assessment

Risk assessments and evaluation within the enterprise can be executed
e Dy external commercial services/consulters

or

e by internal safety experts

The employer has to pay for all OSH means and measures!

e Companies have to document the risk analysis, evaluation and occasioned
measures.

Dr. Sven Timm, DGUV - ISSA Information, Germany

KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Implementation and weaknesses of Risk Assessment in Germany

+ low implementation rate of inactive or incomplete risk
assessments (<50%) especially in small and micro enterprises
- despite the RA obligation since 1996*(27 years!)
(https://www.sciencedirect.com/science/article/pii/S0925753516
000618) and despite the obligation to have OSH Professional
and OSH Medical Doctors within the enterprise in place or to
purchase the services since 1973 (50 years!)

+ general approach of RA accepted, but formal execution and
documentation obligations are too complicated for SMEs

+ obligation to run workers councils and OSH committees
(obligatory from >20 employees) to be part of the RA only
works for bigger enterprises — lack of ressources and
knowledge in SMEs do not work in this context

* https://forum.dguv.de/ -2020/ar -und-kleinstunter -bei-der-gefaehrdungsbeurteilung-unterstuetzen

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar

VISION ZEROOO

Safety.Health.Wellbeing.

www.visionzero.global

Thank you for your attention.

sven.timm@dguv.de

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Approaches to solving the problem

Vision Zero Guide for small and micro enterprises as an easy-to-
use introduction/door-opener to OSH efforts and especially RA as the
most important tool

(https://visionzero.global/sites/default/files/2020-
10/VZ_Guide%20for%20small%20enterprises_Kr.pdf — in Korean)

provision of easy-to-directly-use templates for risk assessments in
all sectors and professions with examples (e.g.
https://www.bghm.de/fileadmin/user_upload/Arbeitsschuetzer/Praxishi
Ifen/Gefaehrdungsbeurteilungen/gbo/GBO-Alle.zip - best in word
docs or similar)

a lower-threshold approach is needed (“Better 80% of something
than 100% of nothing!”) — limit the formal documentation needs, not
having a formal RA means automatically there are no provisions foe
OSH in place

provision of individual consultation services on risk assessment
free of charge for SMEs (BGs and Uks apply this) - consultation is
more effective than regulations and it is better to help than punish

Dr. Sven Timm, DGUV - ISSA Information, Germany KOSHA, Seoul, 3-4 July 2023 - International Seminar
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Risk assessment is usually based on a
model of reality rather than reality
itself1

92

What is risk?

A risk is the likelihood that something unwanted or unacceptable
happens place or occurs, such as the risk of an explosion or an
uncontrolled release of something harmful.

Frequency of
Infection

VeryHigh | Tovins
Frequency |0

Everything is risky because it can go

wrong in the sense that the outcome is .. E

different from what was wanted and —

intended S
For risk assessment this could mean that iy

some risks are missed or that the
calculated values are incorrect

Very Low
Frequency

i
1]

Estremely
Lew

|
i
El

Frequency 0O i

How do we explain failures? 55‘}%%@

When something goes wrong ...
we try to find a (root) cause

failure

© Erik Hollnagel, 2021
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yo 4 Why do we look for “errors™

MINES PARIS
ParisTech

. “...‘human error’ is not a well defined cate%lory of
human performance. Attributing error to the
actions of some person, team, or organisation is
fundamentally a social and psychological process
and not an objective, technical one.”
Woods et al., 1994, p. xvii

Irresistible tendency to see

Fundamental -
- actions as a result of
Py attribution error dispositions
: Assuming that people have
[lusion of ﬁ“,?ﬁ the freedom to choose their
,@ actions
Assuming that causes and
Similarity bias consequences must be
similar

© Erik Hollnagel, 2007

SIFATI M| Y =T

A moael is always simpler than reality

Risk models can be of the process plant and of work (failure models).

AT The “logic” of causes

MINES PARIS
ParisTech
[

Determining the cause of an accident is a psychological (social) rather than
logical (rational) process.

Causes are not found but
constructed.

Causes are the outcome of a (tacit)
social agreement, often based on
tradition and common experience

There are no true - or “root” —
causes waiting to be detected

© Erik Hollnagel, 2007

Failure models must be realistic!

Protection

Mitigation

"the map/model is not the territory!!!

Alfred Korzybski 191950)
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A How do we think about risk?

MINES PARIS
Tech

Risk assessment

<HH i g A

What should we look What can we do about
for? “Accident t?

model” ]3137”

An accident/risk model is
an abstraction that
describes how accidents can
happen and therefore also
how they can be prevented.

Accident analysis

Accidents are the complex
result of multiple, interacting
factors. In order to make
sense of this, an accident
model is required.

© Erik Hollnagel, 2007

7 Self-confirming quality of

MINES PARIS

w  “human error”

.

S/ Assumption: the source  Problem:

of error is the human

factor.

2

ﬂ
Q>

P2\ Analyse to find where a
person i involved.

Common stop rules
-

1: An acceptable cause
2: A reaeoﬁ;ble explanation ‘

sequential
accident model

Problem:
arbitrary
criterion

5: A possible problem cure Stop analysis when one
Rasmussen, 1990 is found.

“Cafe bet” - all systems

involve humans

somewhere

© Erik Hollnagel, 2007

A Common ideas about risk and failures

MINES PARIS
Tech

Accidents are

fELES

inexperience, and/o
wrong attitude.

Technology and

e \alla erfect
I a are

t ) 'tim

Accident analyses
usually look for
individual causes,
either a single cause, or
several causes in a
simple combination.

© Erik Hollnagel, 2007

2 . .
}/7 The illusion of “human error”

Tech

“Formal accident investigations usually start with an
assumption that the operator must have failed, and if this
attribution can be made, that is the end of serious inquiry.

Confirmation bias:
look for evidence to
support assumptione.

Finding that faulty dcai%ne were responsible would entail ‘ Practical constraints

enormous shutdown and retrofitting costs;

finding that management was responsible would threaten ‘ Stakeholders

thoge in charge,

but finding that operators were responsible preserves the

system, with some soporific injunctions about better ‘ Scapegoats

training”

(Perrow, 1984, p. 146).

© Erik Hollnagel, 2007
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MINES PARIS
Tech

il Simple, linear cause-effect model

Assumptio  Accidents are the (natural) culmination of a series of events or
n: circumstances, which occur in a specific and recognisable order.

Domino model (Heinrich,
1930)

Conseque Accidents are prevented by finding and eliminating possible
nce: causes. . _ o .

Safety is ensured by improving the organisation’s ability to
Hazards- B§peHeomponent failures (technical, human, organisational),

risks: hence looking for failure probabilities (event tree, PRA/HRA).
The future is a "mirror” image of the past.

© Erik Hollnagel, 2007

AT Non-linear accident model

MINES PARIS
Tech

Assumption:  Accidents result from unexpected combinations (resonance) of

normal performance variability.

Analysis metﬁodl
Consequenc  Accidents are prevented by monitoring and damping variability.
e: Safety requires constant aﬁility to anticipate future events.
Hazards- Emerge from combinations of normal variability (socio-technical
risks: system), hence looking for ETTO* and sacrificing decision

* ETTO = Effectiveness-Thoroughness Trade-

The future can be understood by considering the characteristi®ff
variability of the present.

© Erik Hollnagel, 2007

24 .
=z Complex, linear cause-effect model

MINES PARIS
Tech

Assumptio Accidents result from a combination of active failures (unsafe acts)
n: and latent conditions (hazards).

Swiss cheese model (Reason,
1990) -
Accidents are prevented by strengthening barriers and defences.

Conseque I . ]

nce: Safety is ensured by measuring/sampling performance
indicators. _ .

Hazards- Due to %regradatlon of components (organisational, human,

risks: technical), hence looking for drift, degradation and weaknesses
The future is described as a combination of past events and
conditions.

© Erik Hollnagel, 2007

Law of Requisite Variety (1956) ifisis,

@ﬂtﬁww

The variety of the outcomes (of a system) Effective control is therefore
can only be decreased by increasing the —— impossible if the regulator has
variety in the regulator of that system less variety than the system

A control system must have

as many possible states as the Vo Vo
system it is to control. Dynamic Outcome
system (D) (0) g
Min (Vo) =V, - Vi :
Regulator !
4 _____
(R)
Vk

Risk assessment is an attempt to control

= a system to ensure that nothing goes
W. Ross Ashby (1903-72) wrong

= e
—

]
© Erik Hollnagel, 2021

SIFATI M| Y =T

99



100

A= CIHA J1E RIEEIE T ZAE 2Iet = MolLt

“Work-as-Imagined” and “Work-as-Done”

Descriptions of how work

Provide
B9 | sedationfAnalgesia

Perform and
interpret X-ray

2 Arrange
» | orthopaedic follow
up

should be done
(Work-as-Imagined) ...

The Model

Examine patient

.. does not always match what
actually happens
(Work-as-Done)

The reality that is modelled

But unless we know what actually  Risk assessnient must be based on Work-as-

happens, we cannot control it.

Done rather than on Work-as-imagined

© Erik Hollnagel, 2021

e

About the HAZOP method ﬁ@%&@

HAZOP is based on breaking the overall complex design of the process into a number of
simpler sections called 'nodes' which are then individually reviewed. It is carried out by
suitably experienced multi-disciplinary team (HAZOP) during a series of meetings.

(

Guide Word Parameter Deviation (

Reverse Flow Backflow |

Plus Pressure High pressure \

Less n<TernperatureControln=t © 2Low temperature /

Do not level Empty tank (

Other Composition Contamination "l

Partly Sequence Partial realization of a stage B
e D S

© Erik Hollnagel, 2021

A" Historical develo

MINES PARIS
ParisTech

Non-linear developments
Complex interactions
(emergent)

Com lex linear
developments
Multiple (latent) causes

Simple linear
developments
Single (“root”)
causes

pments in risk thinking

Simple linear cause-effect

1920 1940

1960 1980 2000

© Erik Hollnagel, 2007

Single failure hypothesis

=

HAAZOP and FMECA both assume that an activity can be described as a series of steps,
and that for each step a failure mode can be described

Reason’s Swiss Cheese Model

em | mmer | ZZD || e

Ea

L

O

“a trajectory of accident
opportunity”

Accidents are however more often to interactions and latent conditions than
to single failures

S
© Erik Hollnagel, 2021
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Non-linear
Simple linear cause-effect

Complex linear
cause-effect

B ]
© Erik Hollnagel, 2021

Models and methods must match the

context
1931- Root cause

Single operator, 0 . -
simple tasks (local %— 1960 - FMEA g
process) %
-HA7OP [
Operzf!'rslin v 1950 -H | %
teams, complex o
tasks (extended @ & 1950 + Z § S
process) N S B
1950- " ¢ = @ @ | :
HAZOP = ttx&: £ Simple linear cause-e
Teams In LS Y=
eam g d= Tn
organizations 0 g% O
, complex 2023 Z. n1§ S0 &
tasks oh §
(distributed n
processes)
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Conclusion

Risk assessment is an attempt to control
a system to ensure that nothing goes
wrong

If risk assessment uses a model ora It may be easy to use simple
method that is too simple, then there is a models or methods but it is
risk that some risks are missed or that also risky!
the calculated numbers are incorrect

Both the Calculation of risk — and the
verification of the calculations, must be
thorough and realistic

The risks of eimpliﬂcation

lification
o of a risk

1: The model may be to simple ¢ ’

represent reality

There are th
that may a

1: The “theory of failure” may be too
simple to represent how failures actually
happen

xhuman error” versus
‘organisational accidents”
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Severity of Cinstquencel
Frequency of

L1 442 950 49 2 B2 s

High Very High
Saverity Savurity Savarity e
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“alrajectoey of accident
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Jangsung Nursing Home Fire (2015.4.15) 21 Killed, 8 Wounded

119 On-duty nurse

Call 119 H dispatched l~\ suffocated to

Y LO\;J‘\\ death
manpow\e‘r\\

REALISTIC IMPROVEMENT OF

"Ventilation :
failed H

RISK ASSESSMENT

ack of smoke
control
facilities

was Night
Shift
Blocked
Exits H

FOR ACCIDENT PREVENTION

Local
(facility, team) Ineffective first GaP betwee;jn Low staffing in Inadequate Lack of
response training ) 1 local fire station facilities UEH{eIE
situation personnel
Management e e, . d|
: . oor medical
?I'OI AE (KAlST) |nad«Aquuate inadequate institution
training manuals I
certification system
AFIOIAJAEBIESHOE BHO T2 R — SR
HANALRAS S Bola Culture/External o
training only for empcoiils on low safety
S A|AHIOIMEHS| 12 regulations effectiveness awareness

[ Q
KSJS I<AI ST KSSS ginee KAIST  Yoon, Wan Chul 3

System Safety

Accident Analysis and Risk Assessment A Latent Failure: Space Shuttle Challenger

+ After an accident analysis, how often do we regret that we failed to prevent the * 1986.1.28.11:39:13 EST

accident even though the previous risk assessment predicted its occurrence? * When did the project fail ?

N2 * McDonnell Douglas report in 1971, especially dangerous: a burnthrough by hot
gases of the rocket's casing.

* 1977 test showed a joint problem

Risk Assessment Prediction

Risk Mitigation Accident ¥ * Engineers at the M'f)rshall Space Flight Center wrote to Fhe manager of the Soli'd .
Rocket Booster project, George Hardy, on several occasions suggesting that Thiokol's
field joint design was unacceptable.

Good Bad ) ) o
* Hardy did not forward these memos to Thiokol, and the field joints were accepted
for flight in 1980
» Accidents usually happen by a combination of many unpredicted events. + By 1985, with seven of nine shuttle launches that year using boosters displaying O-

ring erosion

« We try to find M by pred|Ct|ng (') isolated (') causal sequence of events. * April 1985 mission, flown by Challenger, showed the worst O-ring damage

* By mid-1985 Thiokol engineers worried that others did not share their concerns

« Conclusion: Risk assessment cannot foresee the coming accidents. about the low temperature effects on the boosters.
* At the teleconference on the evening of January 27, Thiokol engineers and managers
« We consider those events that will not occur, discussed the weather conditions with NASA managers from Kennedy Space Center

and Marshall Space Flight Center.

Those events that will occur are not what we consider. * Asecond conference call with only NASA & Thiokol management, excluding the

engineers.

KSSS gsneeve KAIST  Yoon, Wan Chul 2 KSSS gmneee KAIST  Yoon, Wan Chul 4
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ATTTITLITLTLRTLIALTTCLLITTITATITIE L LIS AR LILALALLLTLAASLLLLITILLLAITIC LA LLLLLILICLI LIS LELIEISISLL LS IELS

5 5

The failures were never organized as a team to achieve the accident.

remsocerot  KAIST ~ Yoon, Wan Chul 5
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Only the normal operation is organ

TSI IEIEITLITLT LS IS

X How-did-the-bad-onesriseto-act? (as if they appeared from nowhere)

O How did the good ones go bad?

wrensocevet  KKAIST  Yoon, Wan Chul 6

*  FMEA (Failure Mode and Effects Analysis) is used to identify single point failures
and their mode and effect. The scope of FMEA covers safety as well as
performance, quality and reliability.

» HAZOP (Hazard and Operability) is used as a general risk assessment technique to
assess potential hazards and risks mainly to personnel and the environment.

+ FMEA provides a thorough evaluation of the effects of failure modes, scoring
RPN points based on severity, occurrence, and detection attributes. Hazop
usually does neither prioritize effects of the failures nor evaluate the relative
effectiveness of identified corrective actions.

» HAZOP helps consider system failure modes by systematically identifying process
parameter deviations through guidewords and process parameters. FMEA is
relatively weak in providing a systematic method of evaluating system deviations.

» The combination of HAZOP and FMEA in a structured approach has been
proposed by Motorola and well accepted.

KSSS ginee KAIST  Yoon, Wan Chul 7
L —

An FMEA Table
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https://www.isixsigma.com/uncategorized/fmea-quick-guide/

What is In what ways What is the How ‘What causes the How What are the exist- How Risk priority What are the actions for
the step? can the step impact on the severe is | step to go wrong | frequently | ing controls that | probable is | number reducing the occurrence of
go wrong? customer if the | the effect | (i.e., how could is the either prevent the |detection of | calculated | the cause or for improving its
failure mode is onthe | the failure mode | cause | failure mode from | the failure | as SEV x detection? Provide actions
not prevented or | customer? oceur)? likely to | occurring or detect | mode or its | OCC x DET on all high RPNs and on
corrected?

occur? | it should it occur? | cause? severity ratings of 9 or 10.
* Unauthorized Block ATM card
Unauthorized | cash withdrawal 8 Lost or stolen 3 after three failed 3 72
access « Very dissatisfied ATM card authentication
customer attempts
Install load
. balancer to
Authentication Annoyed 3 Network failure 5 distribute work- 5 75
failure customer load across

network links

Increase minimum

Cash not Dissatisfied Internal alert of cash threshold limit

disbursed customer 7 ATM out of cash 7 low cash in ATM 4 196 of heavily used ATMs
to prevent out-of-cash
instances
Install load
Account debited ‘ « Transaction balancer to
butno cash | Very dissatisfied 8 failure 3 distribute work- 4 96
disbursed customer + Network issue load across
network links
Extra cash Bank loses ) E:I:hsg:r?;rw Venﬁf:ation wh_ile
" 8 < 2 loading cash in 3 48
dispensed money * Bills stacked ATM
incorrectly
K Society of
KSSS gmneee KAIST  Yoon, Wan Chul 8
| —
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HAZOP study example

PQRI - Risk Management Training Guides

No. Guide Element Deviation | Possible Consequences Safeguards Comments Actions Actions
Word Causes Required Assigned to
Assign Insert Describe Describe | Describe how | Describe what may | List controls Capture key Identify any | Record
each entry | deviation | what the the the deviation | happen if the (preventive or relevant rationale, | hazard who is
aunique |guide guide word | deviation | may occur deviation occurs reactive) that assumptions, mitigation or | responsible
tracking word pertains to reduce deviation |data, etc. control for actions
number used (material, likelihood or actions
process severity required
step, etc.)
Examples from Cleaning Agent Deviations that were used to explain HAZOP Guide Words
1 No Cleaning No Detergent Residues not Technicians Assumes Consider Engineer
Agent detergent | supply effectively removed, | check detergent technicians can alarm for low
added reservoir leaving system in reservoir before reliably estimate | detergent
during empty an unclean state every cycle volume visually reservoir
cleaning level
cycle
2 Other Cleaning Wrong Technician Incorrect detergent | Cleaning log Many different Ensure Trainer
than Agent detergent | retrieves may be ineffective | requires detergent technician
used wrong at removing verification of containers look training
detergent residues, leaving proper detergent | alike addresses
from system in an use. Detergentis detergent
warehouse unclean state labeled. selection

Korean Society of

System Safety

KAIST Yoon, Wan Chul

RSSS

HAZOP (Hazard & Operability Analysis) — Examination Phase

Divide the system into parts

For each part

define design intent

Identify deviation by using guide words on each element

Identify consequences and causes

Identify whether a significant problem exists

Identify protection, detection, and indicating mechanisms

Identify possible remedial/mitigating measures (optional)

Agree actions

Repeat for each element and then each part

Korean Society of

System Safety

KAIST Yoon, Wan Chul

10
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RSSS

Limitations of FMEA and HAZOP

» Time-consuming and subjective, relying on the ability of the team for their
judgment, skill, and competence.

+ Being based on linear models, not effective for dealing with multiple faults or
failures in complex systems.

* Not suitable for risk assessment of dynamic or interactive socio-technical systems,

since it assumes a steady-state or fixed condition.

* Not effective for analyzing possible human performance problems and
organizational failure. (Where would you put the overlapping latent hazards?)

* Once looked thorough approaches, with all that limitations, are they any
practical to prevent system accidents of today?

* For dynamic systems, FRAM and STPA are more suitable for analyzing
organizational processes and finding organizational risks.

Korean Society of
System Safety

KAIST Yoon, Wan Chul

11

RSSS

Paradigmatic problems - Where it all started

* Impossible to evaluate systemic risks ignoring the system’s nature
» The perspective that the overall system is safe when the elements are sound
- Elemental reductionism

» The assumption that individual threat factors have individual manifestation processes

- Linear causality
» As aresult, the risk assessment based on variability and interaction is omitted.
- View of the system as a mere collection of isolated processes

Conventional risk assessment tools such as risk matrices have documented pitfalls. Due to
restricted requisite variety, their effectiveness is limited in the identification and control of
hazards and as a result the benefit they provide to both employees and organisations. Further,
the use of a linear causal relationship to describe hazards generates a concentration on
negative outcomes and lower order controls, limiting stakeholder learning and cross
disciplinary engagement.

S. Albery et al. 2016, Gadd et al. 2004, Conant and Ross 1970, Cox 2008

Korean Society of
System Safety

KAIST Yoon, Wan Chul
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Paradigmatic problems - Where it all started (cont.)

* Risk assessment based on assumed work (Work-as-imagined)
» Risks are not evaluated in the state of actual work (Work-as-done, Variability)
» Violations are considered to be the usual cause of the problem.
» Adaptability is not appreciated and studied; organization fails to learn.

» The perspectives of production and safety are separated, which hampers risk
communication.

* Ignoring the characteristics of human/organizational performance

» Captured in the mechanistic view of the possibility of human error

» Systemic consideration of organizational problems is not possible

* As a result, focus is given on field work (sharp end in the Swiss cheese model)

* False sense of thoroughness while losing opportunities of effective improvement.

KSSS gmneeve KAIST — Yoon, Wan Chul 13

Psychology of Risk Assessment

» Eyes for seeing hazards and mind eyes for envisioning risks?
* Are they seeable?
» Risks are not tied to ‘things’.
+  WISIATI(What you see is all there is)

» Availability bias, and Representativeness bias

» The illusion of thorough enumeration — overconfidence
« Listing up ‘all the (visible) starting points’. Does it lead to all the (invisible) scenarios?
* The body armor is super-tough where it is, but does it cover enough?
+ Afew examples of risk development each — impoverished hypotheses
» (after accident) Hindsight: “I knew! | onlyanissed the>corner”
+ We need a good model that guides the search.

KSSS gpmzwens KAIST ~ Yoon, Wan Chul 14
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RSSS

Tracking combined influences

FMEA Reality

Cause Deviation Consequences

A4
A 4

\ 4
A4

) 4

‘AN N N )
"IN NN

A\ 4

gremsocevot KAIST ~ Yoon, Wan Chul
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Cause

RSSS

e S
0
[ ]

Mapping on a Functional, Operating Model

FMEA

Deviation Consequences

Operating Model

Ineffective

0y 3

Model of functions and
variabilities

Modeling Efficiency is High
(cf. Bayesian Belief Networks)

Untraceable

gremsocevot  KAIST ~ Yoon, Wan Chul
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Example: FRAM (Functional Resonance Analysis Method)

A common modeling guides both Accident Analysis and Risk Assessment

v / : \ /lolnslrucl\ /ées:;%:;e\ )
/ \ —l Supervise \ /} \ / A
i 10 do JSA / \ A / —X to Observe - )

1/ to Plan job e US| = ¥ Works

—{R

BN
g

/loQ:er\ {
) 4

to Finish
work

v
g

to Respond ST R W —
to events b

)
(*zo Train

K workers

o—®

P\

to Report \

Nearmisses, \ ) B\

-\ /to Analyze
/-4 andleamn ,

to collect
good
practices

{to Control >
;contraclms‘,

—R

to
Investigate
incidents

KSSS sy KAIST - Yoon, Wan Chul 17

 The Definition

* The risk is defined as the “effect of uncertainty on objectives”
* Itincludes both positive and negative aspects of uncertainty.

* The previous definition only focused on the negative outcomes of
uncertainty, such as hazards, threats, or losses. = forget this oldie !!

* The new definition recognizes that uncertainty can also create
opportunities for improvement, innovation, or learning.
* Risk now is not only something to be avoided or minimized, but also

something to be exploited or maximized.

KSSS sy KAIST - Yoon, Wan Chul 18
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FRAM and STPA

* FRAM and STPA are recommended for complex system analysis while HAZOP
and FMEA are recommended for simple function system analysis.

+ The FRAM and STPA approaches are complementary to more traditional risk
analysis approaches and provide potential accident scenarios and hazards that
extend beyond more traditional tools.

+ FRAM focuses on system-level safety analysis and provides a basis for further
quantitative hazard analysis, without the need to decompose the system into its
components][

« STPA, on the other hand, identifies hazardous control actions and scenarios
deductively from a system level loss.

» The significant advantages of FRAM are its visualization capability and
upstream and downstream relation analysis. STPA, on the other hand, offers
comprehensive questions for each activity within a control-feedback loop,
enabling analysts to consider possible hazards comprehensively.

KSSS sineey KAIST - Yoon, Wan Chul 19

Locating Steps of FMEA around a function

1
2
3
4
5
6
7

. Define the item being analyzed.

. Define the functions of the item being analyzed.

. Identify all potential failure modes for the item.

. Determine the causes of each potential failure mode.

. Identify the effects of each potential failure mode without consideration of current control.

. Identify and list the current controls for each potential failure mode.

. Determine the most appropriate corrective/preventive actions and recommendations
based on the analysis of risk.

function

KRSSS sz KAIST - Yoon, Wan Chul ?
L —
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Transforming the steps of FMEA

1. Define the item being analyzed.
2. Define the functions of the item being analyzed.
- Define scopes, then identify functions through WDA or HTA.
3. Identify all potential failure modes for the item.
- Ildentify the output variables that is potentially meaningful in the system.
- possible ‘failures’ in the function level may be focused.
4. Determine the causes of each potential failure mode.
-> ldentify the variability and their sources (functions) that affect this function.
- Escape negative view — to make the function go well
- ldentify the types of conditions that warrant successful, smooth and adaptive
operation of the function.
- According to the types of influence input(i.e. initiating), constraints(time,
precondition, resource and knowledge), controls (cf. barriers)

KSSS gmneeve KAIST — Yoon, Wan Chul 21

Transforming the steps of FMEA (cont.)

5. Identify the effects of each potential failure mode without consideration of current control.
-> ldentify how the outcomes of output variables can affect the other functions.
- Values can have non-numeric (nominal or ordinal), as well as numeric scale.
- Steps 4 & 5 are combined across functions
- Safety-Il may be more organized and thus efficient!

6. Identify and list the current controls for each potential failure mode.
- Identify controls (cf. barriers) to each function.

- Plus, identifying inner capacity variables and their range of operation (e.g., level
of skills, processing speed) — the capacity and variability are relative.

KSSS gpmzwens KAIST ~ Yoon, Wan Chul 22
S —

130

Transforming the steps of FMEA (cont.)

7. Determine the most appropriate corrective/preventive actions and recommendations
based on the analysis of risk.

- Find ways to make the function more tolerable to the more critical variabilities.

- Enhancing inner capacity variables for more adaptability (e.g., level of skills,
processing speed)

- Securing resources, expertise, timing, and conditioning by upstream functions
- Designing and regulating controls
- Adding dampening functions and feedback-regulative loops

- Allowing multiple sources to provide proper conditions such as emergency
plans or a standby generator.

** The analysis of functions can continuously be updated via incidents,
near-misses, and WAD research.

KSSS oz KAIST — Yoon, Wan Chul
L —
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Risk Assessment Steps: Safety-I vs. Safety-II

Conventional (HAZOP, FMEA) Safety-ll (FRAM)
Assuming linear causality, fault-focused Assuming non-linear interaction, variability-focused

Identify structural elements Identify functions Desian. Spec
> of System for successful operation < 9N, Spec.,
. ; Task Analysis
(process, components) (objectives, functions)
Design, Spec., __| 1 l
Task Analysis
I organization of elements Describe functions and their
(Hierarchy, Tree) connections
Formalized risk
assessment — 1 l
methods Identify hazards and Evaluate potential Common
~»  possible deviations that o rformancepvariability conditions
may pose risks P (Scenario-specific)
Checklist ~ — 1 l
Evaluate risks Identlfyp;:sét;sgz{i;inabll|ty
(qualitative/quantitative) and possible outcomes
Derive mitigating Derive effective measures to
measures keep system well-going and
(removal, barrier) safe

KSSS oz KAIST — Yoon, Wan Chul
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o Interactive complexity between components/elements within the system, or

between sub/systems.

o Dynamic complexity, or system changes in relation to time. ‘ Emergence
o Decompositional complexity, where the system’s structure and function are

not obviously consistent/linked.

o Non-linear complexity, where cause and effect are intractable or not easily

described or specified.

Q: How will risk assessment take these complexities into account?
If interactions are ignored, is it a decisive problem? > Definitely
If dynamic relationships are ignored, is it a decisive flaw? = Definitely
Are non-linear relationships expressed as interactive-dynamic relationships? = Largely

How is the decomposition complexity of human work considered? > Separately and inclusively
Q: To what extent is the prediction of emergence possible?
The complete prediction of the final phenomenon since the number of cases of emergence - Intractable.

anticipating and evaluating intermediate interaction patterns? - Maybe possible & useful > Scenarios
Expert anticipation? > Attending important variabilities is the key issue.
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2023 New Guide of Risk Assessment (MOEL-Kosha)
A Big Step toward Safety-II Safety-Il >/»
< Quantitative to Qualitative ]

-> Outgrow Domino theory and Measurement-orientedness (FTA, FMEA, HAZOP)
- Escape Reductionism and entertain Holistic System Perspective
- Take functional interactions, latent conditions, and organizational factors into account

++ Continuous Risk Assessment
- Resilience is the new objective
- Monitoring “What you do” than “What you have”

< Participation of Workers
- WAD (Work-as-done) should be continuously attended
- Metacognition, Mindfulness, and Pride (Self-realization)
- Near-Miss Cycle can be realized with Just Culture
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